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Log into SFU Cloud (Nutanix) 

 

 

Accessing SFU Cloud Portal  

- Connect to the SFU VPN 
- Launch an RDP session to an approved Bastion Host or SFU-managed desktop 
- Access the portal at: https://cloud.sfu.ca 

The login page displays Log in with SFU Cloud SSO. Click the “Log in with SFU Cloud SSO button”. 

Authenticate  

You will be redirected to SFU identity provider. 

Enter: 

- Your computing id 
- Your password  

If Multi-Factor Authentication (MFA) is enabled, complete the required verification. 

Complete Authentication 

After successful authentication, you are automatically redirected back to Nutanix Central. 

 

 

 

https://cloud.sfu.ca/
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Nutanix Store 

 

 

After successfully logging in to Nutanix Central using SSO, you can access and request services from the Self-Service 

Store. 

Accessing Self Service Store 

From the left navigation menu, select Store. The Store page displays all catalog items that are available to your user 

account 

 

Deploying a VM in Nutanix 

To deploy a new virtual machine (VM), go to Store in Nutanix Central. From the list of catalog items, select Request a 

VM, and then click Get to start the deployment process. 
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On the Request a VM screen, verify the Version field. The latest available version is selected by default. If multiple 

versions are available, we recommend using the latest version. Then click Execute to continue. 

 

 

 

Use the form to provide the required details and configuration for your virtual machine. Complete each field as 

described below. 
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Project (Required) 

- Select the project where the VM will be deployed.  

Default Endpoint (Optional) 

- Leave this as blank 

VM Name (Required) 

- Enter the hostname portion of the fully qualified domain name (FQDN). For example, if the FQDN of your VM 
will be ss-web1.dc.sfu.ca, enter web1 as the hostname. 

Reason for this Deployment (Required) 

- In Reason for this deployment, briefly describe the purpose of the VM. 

Operating System (Required) 

- From the Operating System drop-down list. Select the required operating system. Currently we offer RHEL9, 
RHEL10, Windows 2022, Windows 2025 

Role (Required) 

- Choose the server Role. This field depends on the selected Operating System. Select the operating system first 
to enable the appropriate role options. 

Admin Group (Required) 

- Select your PAM group  

Active Directory (Required) 

- Select the appropriate Active Directory domain. Default domain is ad.sfu.ca 

Network (Required) 

- The available Network options are populated after selecting a project. Choose the appropriate network for the 
VM. 

DNS Zone (Required) 

- Select the appropriate DNS zone for the VM. Default zone is dc.sfu.ca 

User Access Group (Optional) 

- If deploying a Windows Terminal Server enter the User Access Group. Otherwise, leave this field blank 
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Click Execute to submit the request. If the request is completed successfully, a confirmation message will be displayed. If 
any errors occur, an error message will be shown with details to help you resolve the issue. 

 

 

 

From the left navigation pane, select Applications. Your newly submitted VM request will be listed, showing that the 
virtual machine is currently being provisioned. 

 

 

 

Click Manage on the provisioning application. From the Audit tab, you can monitor the deployment progress and track 
each step of the provisioning process until the VM deployment is complete. 
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Once the machine has been fully provisioned, its status will change to Running, indicating that the VM cloning is 
complete 

 

 

Note: A Running status does not necessarily mean the VM is ready for use. Additional configuration tasks may still be 
running in the background. Please wait for the confirmation notification email, which confirms that the VM has been 
fully configured and is ready for use. 
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Managing Apps 

There are different ways to see the list of all the Apps that users under the business group(s) had provisioned the VMs 

 

 

Use the Search box to locate an application by name. Use the Grid or List view options to display applications in your 

preferred format. The Group By option allows you to organize VMs by attributes such as Name or Project. Use the Filter 

option to narrow down the list of VMs based on criteria such as Project, Name, Status, Created Date, and other 

available attributes. 

 

 

Day2Actions 

To perform Day 2 actions on a VM, select the VM and navigate to the Manage tab. A list of available actions will be 

displayed. 

Note: Actions with a play icon next to them are available and can be executed. Actions without the play icon are not 

currently available for the selected VM. 

 

 

Firewall Change Request  

To make a firewall request, go to Store in Nutanix Central. From the list of catalog items, select Firewall Change 

Request, and then click Get to start the firewall change request. 
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On the Firewall Change Request screen, verify the Version field. The latest available version is selected by default. If 

multiple versions are available, we recommend using the latest version. Then click Execute to continue. 

 

 

 

Use the form to provide the required details for the firewall request. Complete each field as described below. 
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Project (Required) 

- Select the project under which the virtual resource that requires the firewall change.  

Default Endpoint (Optional) 

- Leave this as blank 

Source IP 

- Enter the source IP address or subnet.  

Examples:  

10.28.128.121  

Source FQDN 

- Enter the source hostname if applicable.  

Example: 

 ss-web1.dc.sfu.ca 

Provide either Source IP, Source FQDN, or both, depending on the requirement. 

Destination IP 

- Enter the destination IP address or subnet.  

Examples:  

10.28.129.31 

Destination FQDN 

- Enter the destination hostname if applicable.  

Example:  

ss-db1.dc.sfu.ca 

Provide either Destination IP, Destination FQDN, or both, depending on the requirement. 

TCP Ports 

- Enter required TCP port(s). Multiple ports can be separated by commas.  

Examples:  

80  
443  
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80,443,8443  

UDP Ports 

- Enter required UDP port(s). Multiple ports can be separated by commas.  

Examples:  

53  
161,162  

Leave TCP or UDP blank if not required. 

Direction 

- Select the traffic direction: 

Value Description 

IN Traffic entering the destination system 

OUT Traffic leaving the source system 

Action 

- Select the required firewall action: 

Value Description 

ALLOW Permit the specified traffic 

DENY Block the specified traffic 

Note 

- Provide a brief business justification for the request. 

Example: 

Allow application server access to the database server on TCP port 1433 for production operations. 
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Load Balancer Request  

To make a Load Balancer request, go to Store in Nutanix Central. From the list of catalog items, select Load Balancer 

Request, and then click Get to start the new load balancer request. 

 

 

 

On the Load Balancer Request screen, verify the Version field. The latest available version is selected by default. If 

multiple versions are available, we recommend using the latest version. Then click Execute to continue. 

 

 

 

Use the form to provide the required details for the load balancer request. Complete each field as described below. 
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Project (Required) 

- Select the project under which the virtual resource that requires the load balancer request.  

Default Endpoint (Optional) 

- Leave this as blank. 
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Service Description 

- Provide a brief description of the service being published. 

Example: 

Student Registration Portal Production Service 

Virtual Server FQDN 

- Fully Qualified Domain Name that users will access. 

Example: 

student-portal.sfu.ca 

Virtual Server Protocols 

- Select the protocol used by the application. 

Options: 

• HTTP  

• HTTPS  

• TCP  

• UDP (if available)  

Example: 

HTTPS 

SSL Termination Required 

- Specify whether SSL/TLS certificates will be installed on the load balancer. 

Options: 

• Yes  
• No  
• Unsure 

Select Yes for HTTPS services. 

Virtual Server Port 

- Public-facing port exposed by the load balancer. 

Common values: 
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Protocol Port 

HTTP 80 

HTTPS 443 

SSH 22 

Custom Application Application-specific 

Example: 

443 

Pool Members FQDN 

- List backend servers that will receive traffic. Enter one server per line or comma-separated based on 
organizational standards. 

Example: 

ss-web01.dc.sfu.ca , 
ss-web02.dc.sfu.ca , 
ss-web03.dc.sfu.ca , 

 

Backend Port Numbers 

- Application listening ports on backend servers. 

Examples: 

8080 or 8080,8080 

LB Method 

- Select how traffic is distributed. 

Available options: 

• Round Robin  
• Least Connections 

Accessible From 

- Defines where users can access the service from. 

Available Options: 

• Internet Including SFU Campus (Excluding Data center) 
• SFU Campus (Excluding Data center) 
• Specific IP 
• Network 
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Select the option appropriate for your application. 

Source IP 

- Specify source IP addresses or subnets allowed to access the application. Leave blank if unrestricted access is 
required. 

Examples: 

192.168.10.50  

Source Network 

- Specify network ranges permitted to access the application. 

Example: 

10.10.0.0/16 

Note 

- Provide implementation details, maintenance windows, firewall requirements, or special instructions. 

Example: 

Production deployment. SSL certificate already requested. 

 

 

Create Alias Record 

To make an Alias Record, go to Store in Nutanix Central. From the list of catalog items, select Create Alias Record, and 

then click Get to start the new alias record request. 

 

 

 

 

On the Create Alias Record screen, verify the Version field. The latest available version is selected by default. If multiple 

versions are available, we recommend using the latest version. Then click Execute to continue. 
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Use the form to provide the required details for the alias record request. Complete each field as described below. 

 

Project (Required) 

- Select the project under which the virtual resource that requires the alias record.  

Default Endpoint (Optional) 

- Leave this as blank. 

FQDN (Required) 

- The fully qualified DNS entry for the already existing record 
 

Example: 

ss-web01.dc.sfu.ca 

 

DNS Zone (Required) 
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- The DNS zone in which to create the alias record. This zone must already exist. Enter the zone without a 

preceding period 
 

Example: 

its.sfu.ca 

Alias (Required) 

- The short name portion of the Alias record 
 

Example: 

 student-portal 
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